Abstract
Introduction
Small and Medium Businesses (SMBs) can get advantages from using the Internet to reach new and larger markets, reach out to their partners and employees from around the world. Furthermore, computer-based tools can provide opportunities to work more efficiently. SMBs, relating to information systems, differ from large companies, as most of them use basic information systems, and do not need to cope with the complexity of information systems as in large firms, thus, they do not have an Information Technology (IT) department, or even no IT specialist (Lopez-Nicolas, & Soto-Acosta, 2010) . Therefore, it is likely to assume that SMBs are even not aware and maybe not prepared to deal with cyber-attacks. However, the proliferation of online activity has attracted the attention of existing criminal organizations and a new breed of cyber criminals (Bhattacharya, 2013) . Maintaining a website, adopting cloud computing, performing e-commerce, or just using emails, are all vulnerabilities, which should be carefully treated in order to cope with possible cyber-attacks. Cyber-attacks occur in all kinds of firms. However, according to Verizon Enterprise (2018) , 58% of the attacked firms in 2017 were SMBs. In the United States (U.S.), the level of risk for being a target of cyber-crime is high, according to the National Small Business Association (NSBA) survey of SMBs in 2017. About 42% of the surveyed SMBs reported being a victim of a cyber-attack, with cost an average $32,021 for companies whose business banking accounts were hacked, and $7,115 on average for small businesses overall in the U.S. (NSBA, 2017) . Every business that uses the Internet is responsible for creating a culture of security that will enhance business and consumer confidence (FCC, 2018) . However, the information and knowledge about cybersecurity needed by the owners, managers and decision-makers of SMBs, in order to cope with cyber threats, is not always available or easily accessible. Most of the public information available, report about large business cybersecurity attacks, or specific references to complex systems. In this exploratory study, a vast search of different types of information about SMB's cybersecurity was performed, in order to find whether a hole of accessible information exists in this area.
The definition of Small and Medium Business (SMB) as it is called in the U.S., or Small and Medium Enterprises (SME) as called in the European Union (E.U.), may vary according to countries. For example, E.U. SMEs are firms with fewer than 250 persons (European Commission, 2019) , SMBs in the U.S. are firms with fewer than 500 employees (SBA, 2019) , and in Israel less than 100 employees (SBA -Small Business Agency, 2018). These small firms are compound from Independent Business who have only one person, which is the owner of the business, micro or Small Office Home Office (SOHO), small firms, and medium-size firms. The subdivisions are according to the number of employees, and normally also the annual turnover of the firm or and/or an annual balance sheet (Kushnir, 2010) . In some countries, there are also differences according to industries (SBA, 2019) . Table 1 presents the definition of SMBs in E.U., U.S. and Israel (Kushnir, 2010) , and the percentage of firms of each size, in E.U. (Muller et al., 2017) , U.S. (U.S. Small Business Administration, 2018) and Israel (Asakim Be-Misparim, 2018). As can be seen, the largest amounts of firms are independent and micro (E.U.: 93%; U.S.: 97.85%; Israel: 85.82%). Information about cybersecurity, cyber-attacks, risks, and ways to act in order to be prepared, can be obtained in different ways. Large firms, government entities and critical infrastructure companies, are subject to cybersecurity regulations, which get them involved with the up to date threats, vulnerabilities and ways to cope with those possibilities. However, most SMBs are not subject to cybersecurity regulations. There are guidelines (not regulations) to SMB cybersecurity preparedness, different from those to large firms and critical infrastructure firms, published by relevant country's cybersecurity governmental agencies (US-Cert-SMB, 2018; National Cyber Security Authority, 2017). Unfortunately, these guidelines do not reach all of the SMBs, especially not the smallest ones. Moreover, for an SMB manager or decision maker, the tasks described in those guidelines can seem overwhelming (Bell, 2017) . Another popular way to receive information is through mass communication media channels. The SMB's owners, managers and decision-makers can get information and news reported in newspapers, news websites, radio and television. Reporters to the mass media can get information from professional sources, such as specific websites, and from published research (academic studies & professional white papers). However, most of the breaches and cyber-attacks published in this kind of media are about attacks to large firms. SMBs' owners, managers, and decision-makers do not seem themselves as a target to these kinds of attacks, because they think they are too small to be a relevant target to hackers. Moreover, small businesses owners, managers and decisionmakers are preoccupied with everyday business concerns, thus, neglecting cybersecurity issues, resulting in an increase of vulnerability to cybercrime (Bhattacharya, 2013) . The challenge is that cybersecurity requires an element of specialist knowledge to be operational, often thought to be a technical person, and it also requires a budget (Bell, 2017) . Thus, the vulnerabilities of an SMB are wide, because of various reasons:
(1) The SMB's owners, managers, and decision-makers are not aware of cybersecurity threats;
(2) Part of the insufficiency of awareness derives from the lack of regulation; (3) Even if the SMB's owners, managers, and decision-makers might be aware to cybersecurity potential feasibility, they may not understand the specifics risks of an attack on their business; (4) Even if the SMB's owners, managers, and decision-makers understand the risks, and are capable to perform a relevant risks analysis, they might not have enough knowledge on how to prepare the firm in order to mitigate the risk;
(5) The SMB's owners, managers, and decision-makers might not have enough budget in order to cope with cybersecurity threats. Generally, SMBs have less technological, financial and human resources to respond to cyber-attacks, less sophisticated security infrastructure, less organized processes in order to manage threats, and thus, they are found by hackers as more vulnerable.
Information of greater explicitness and broader scope allows for more rational decision-making (Child & Hsieh, 2014) . The decision-makers capability for identifying, avoiding, and manage cyber-attacks is essential for more effective decisions. Therefore, information and knowledge are crucial to recognize cybersecurity threats, to reduce the risks and uncertainty and to stimulate awareness manage of. The goal of this study is to find whether the information for SMBs, about threats, risks, vulnerabilities, and suggestions on how to protect the business from a cyber-attack is published and available to the SMB's owners, managers and decision-makers.
Methodology
In order to find the extent of the media coverage of cybersecurity incidents in the SMBs sector, information that may be rolled over to the owners, managers and decision-makers of SMBs, a vast search for publicly available written information was conducted. All cybersecurity articles, news and papers found were read, in order to decide whether they are relevant to SMBs. There was no necessity to find words like SMB, SME, or the specific size of the firm reported in the article. If those terms were found, the articles were obviously counted. Moreover, other articles, according to their essence, which fit both large and small businesses, were counted as well. The search included three kinds of publications:
1. General media channels websites -Nine major general worldwide mass communication media channels websites were covered for cybersecurity news items published between the dates January 1 st -December 31 st 2018, in order to find the reports about cyber-attacks and breaches of SMBs published during the year 2018. This research used several known lists in order to map the major worldwide general news channels website: (a) "Top 10 Most Popular News Channels In The World" (Richi, 2017) ; (b) "International news channels" (International news channels, n.d.); (c) "United States cable news" (United States cable news, n.d.); (d) "Top 10 famous news channels of the world" (Digvijaya, 2017) ; (e) "MSNBC Ranks as No. 1 Cable Network in Total Viewers for First Time Ever" (Otterson, 2017) . The websites chosen were those who appear in several of the above lists and represent different countries or different characteristics. Therefore, the following sources were chosen: Reuters (Worldwide, U.K.), BBC (U.K.), CNN (U.S.), CBS (U.S.), Al Jazeera (Qatar), Deutsche Welle (Germany), Russia Today (Russia), CNBC (U.S.), Haaretz (Israel). For each source, the sections, which covered cybersecurity issues, were manually browsed, and in addition, all the articles with the tag "cyber" were read. 2. Technological and professional cybersecurity websites -Nine major technological and professional cybersecurity and information security websites were covered in cybersecurity articles published between the dates January 1 st -December 31 st 2018, in order to find the reports about cyber-attacks and breaches of SMBs published during the year 2018. In order to find the relevant websites, several lists of major technological and professional cybersecurity websites were examined: (a) "Top Cyber Security News Websites Newsletter" (FeedSpot, 2018); (b) "The Top Cyber Security Blogs and Websites of 2018" (University of San Diego, 2018); (c) "Best Cyber Security News Blogs 2018" (CyberDB, 2018); (d) "Top Cybersecurity News Sites" (Morgan, 2018) ; (e) "Top 10 Cybersecurity Blogs You Should Add to Your Feed" (GlobalSign, 2018) . The websites chosen were those who appear in several of the above lists and represent different countries and characteristics. Accordingly, these sources were chosen: HackRead ("Cyber Attacks", "Phishing Scam", "Leaks", "Malware" sections), The Hacker News, Tripwire, Wired, Naked Security, Cnet, Krebs on Security, Dark reading, TelecomNews (Israel). 3. Academic journals -35 peer-reviewed academic journals were browsed, for the last five years (2014) (2015) (2016) (2017) (2018) , looking for articles published about SMB and cybersecurity. This search included articles referencing to SMB or to individuals, because independent small businesses employ only one person and micro businesses employ one to four persons. The selection of journals was performed in a few stages: a) Google Scholar, Academic Search Premier (EBSCO) and ABI/INFORM Global (ProQuest) were used in order to find relevant published papers about cybersecurity and small businesses. b) The journal names of the collected papers were entered in the journal's list. c) The bibliography of the collected papers was browsed in order to find relevant cited papers. The names of the journals where these relevant papers were published were added to the journal list. This step was performed for several cycles and stopped when papers were older than 10 years. d) For each found relevant paper, a search was done, in order to find newer papers citing them. The names of the journals where these relevant papers were published were added to the journal list. e) For each journal in the list, the tables of content of the last five years were manually browsed.
Findings
The findings of the search performed were summarized in the following tables, according to the nature of the information retrieved. Each table consists of the list of browsed sources, and the number of items found, for each month when the search was conducted over one year, of for each year, when the search was conducted for a period of five years.
General Media Channels Websites Findings
The results of the search in the cyber sections in general media channel are displayed in Table 2 . The research examined the chosen nine main news channels and covered a total of 1,966 cybersecurity news items during the year 2018 (three sources were available only partly, when not available N/A is written in the specific cells). Each cell in the table contains the number of articles about cybersecurity regarding SMBs that were published in a specific source (row) and month (column) and the total of articles about cybersecurity published in the same source and month. There were found only 5 SMB's related news items. 
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Total 2018 General media channels are the most accessible source for SMB's managers and decision makers. Most laymen receive information about cybersecurity issues, like threats, attacks, and how to be prepared, from general media channels. However, as can be seen, those channels do not publish such kinds of reports.
Technological and Professional Cybersecurity Websites Findings
The results of the search after professional cybersecurity and information-security media channels are displayed in Table 3 . The research examined the chosen nine main news channels and covered 6,138 cybersecurity news items during the year 2018 (two sources were available only partly, N/A is written in the specific cells). Each cell in the table contains the number of articles about cybersecurity regarding SMBs that were published in a specific source (row) and month (column) and the total of articles published in the same source and month. Only 30 SMB's related news items were found. 
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Total 2018 The nature of news items found is varied. Part of the news items includes reports and opinion editorials (op-eds) about cybersecurity, information security relating SMBs. Others relate to small scale cybersecurity incidents, usually, those which happened in SMBs, and only a very few items truly covered cybersecurity incidents related specifically to SMBs. Technological and professional cybersecurity websites are normally not read by laymen, and it is likely to assume that SMB owners, managers, and decision makers do not read them. These websites are relevant mostly to IT and cybersecurity professionals. Therefore, IT personnel, cybersecurity professionals or consultants who may be hired by the managers of an SMB are the focus of these websites. Still, the majority of items are not relevant to SMBs.
Total for Source
HackRead
Summarizing Tables 2 and 3 , it can be seen that a total of 35 SMBs cybersecurity-related news items were found, out of 8,104 cybersecurity and information security news items during 2018. It can be calculated that SMBs related items are only 0.43% out of the total of cybersecurity news reports. Since the covered media channels represent different origin, states, types, and audience, it can be assumed the given results portrayed a quite accurate picture of cyber incidences. Another major finding is that media channels (general & professional) covering cybersecurity incidents if one or more conditions are fulfilled:
(1) large volume of data breached (hundreds of thousands of records & above); (2) large files of breached data (volume of dozens of description Giga-Bytes & above); (3) massive damage caused by the cyber-attack; (4) the importance of the target and the victim of the cyber-attack. Table 4 displays studies published during 2014-2018 in peer-reviewed academic journals. These studies include those who are specific for cybersecurity in small business, and tangent studies, which are related to this subject, but not exactly, and can be part of the knowledge needed by SMB's decision-makers in order to raise their awareness and preparedness towards a cyberattack. 
Academic Journals Findings
* Journal name was changed over that period
As can be seen, less than 60 papers were published during the last five years. Each journal published between 0-8 papers on cybersecurity relevant to SMBs. Journals with no relevant publications during these years were counted, because they had a relevant publication during the last 10 years, according to the methodology of searching. The number of total publications is rising very slowly. In 2016, the number of publications was doubled, but not changed much afterwards.
Discussion
The SMBs are the big majority (> 99%) of businesses in Western countries, and, according to reports (Verizon Enterprise, 2018), 58% of data breach victims in 2017 were small businesses. However, surprisingly, the number of news articles, studies, and research published, about SMBs cybersecurity threats, vulnerabilities, attacks, breaches, cybersecurity risk management and preparedness are drastically few. We suspect that the following are some reasons for this "invisible hole" of information:
1. Lack of knowledge/awareness -The lack of knowledge can be categorized by two options: a. The SMBs not always know they were attacked or breached. In such cases, the information, obviously, does not reach other parties in order to be published. b. The SMB owners, managers, and decision-makers may not be aware that data leaked outside the firm, how much data leaked, and what kind of data leaked. Because most of these businesses do not employ experienced cybersecurity professionals, even not as consultants, they may not be aware to what really happened.
2. Lack of reporting -When a small business experience a cyber-attack, no matter which kind of attack, most of the owners, managers, and decision-makers do not report on the case to law enforcement agencies or any other relevant institutions. The reasons for this can be one or a combination of the following: a. SMBs are not under the regulation to do so. Firms that undergo cybersecurity regulations are obliged to report any cyber-attack they perceived. However, those firms, which are exempted of regulation, may not report. b. SMB owners, managers, and decision-makers do not want to expose the existing vulnerabilities or the fact they have been breached in front of customers, suppliers, partners, competitors, regulators, and law enforcement agencies, because they may think this kind of exposure may hinder their business. 3. Lack of media interest -Even if the attack was reported (to any law enforcement, media channel, general public, or other institutions), the cyber-attack is treated by the media and law enforcements as an "insignificant" event, which suffers of lack of interest of all the relevant players, and, therefore, lack of general media coverage. 4. Lack of public attention and information overload -cyber-attacks are faced on a daily base, and targets all types of victims, more than is known to public, and more than the public can absorb. According to the attention economy perspective (Davenport & Beck, 2001 ) the scarcest resource in modern organizations is attention. Therefore, the media consumer cannot contain this high volume and frequency of cyber incidents, so they are not reported and/or published.
In terms of knowledge management, it seems that the cybersecurity knowledge needed by SMB owners, managers, and decision-makers is understatedness only partially available. The relevant knowledge must be offered and submitted to SMB owners, managers, and decision-makers in order to leverage their awareness and possibilities of preparedness to cyber-attacks.
Conclusion
According to this exploratory research, it seems that information needed by SMB owners, managers, and decision makers, in order to cope with cybersecurity and being prepared to cyberattacks, is scarce and not easily available. In order to cover this "invisible hole", some activities and change of culture have to be referenced. For example, cyber-attacks, even the smaller ones, must be reported in order to leverage the awareness of relevant people. Moreover, a campaign like #WeTooWereHacked can raise the awareness of the authorities, the mass communication media, and other SMB owners, managers, and decision-makers. Leveraging the awareness can help bring a better preparedness of these businesses, in order to cope with the threats. Further, the importance of this issue will increase, so academic research will expand, and more researches will find the vulnerability of SMBs as a relevant topic for future studies.
